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Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

‘ Visit our documentation page for more information, configuration guides, and books. Known issues are documented here. ‘

‘ This site works only in browsers with SNI support. ‘

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1
= 9]

Subject Fingerprint SHA256: 73bfe7e88406dadbc84aa3858dd96bc3957221a207a80d7ef500e6a532ed1651

comfanorte.com.co

Pin SHA256: dN9IV70cs70gm1k39GpTm6fy+XLkwqrYDoPzJzt3HIA=

Common names comfanorte.com.co

Alternative names comfanorte.com.co www.comfanorte.com.co

Serial Number 058beebbeb779076dc9ba2bc64a8c6c5ab44

Valid from Tue, 17 Mar 2026 22:43:02 UTC

Valid until Mon, 15 Jun 2026 22:43:01 UTC (expires in 1 month and 8 days)
Key RSA 2048 bits (e 65537)

Weak key (Debian) No

Issuer R13

AlA: http://r13.i.lencr.org/

Signature algorithm SHA256withRSA
Extended Validation No
Certificate Transparency Yes (certificate)
OCSP Must Staple No

CRL
CRL: http://r13.c.lencr.org/69.crl

Revocation information

Revocation status Good (not revoked)
DNS CAA No (more info)

Yes
Trusted

Mozilla Apple Android Java Windows

Additional Certificates (if supplied)

Certificates provided 2 (2592 bytes)
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Additional Certificates (if supplied)

Chain issues

#2

Subject

Valid until
Key
Issuer

Signature algorithm

None

R13

Fingerprint SHA256: d3b128216a843f8ef1321501f5df52a5df52939ee2¢19297712cd3de4d4 19354
Pin SHA256: AISQhgtJirc8ahLyekmtX+lw+v46yPYRLJt9Cq1GIBO=

Fri, 12 Mar 2027 23:59:59 UTC (expires in 10 months and 5 days)

RSA 2048 bits (e 65537)

ISRG Root X1
SHA256withRSA

QC)b Certification Paths
Click here to expand
Certificate #2: RSA 2048 bits (SHA256withRSA) no sni
Click here to expand
Configuration
f ’I Protocols

E] TLS 1.3 Yes
TLS 1.2 Yes
TLS 1.1 No
TLS 1.0 No
SSL3 No
SSL2 No
(*) Experimental: Server negotiated using No-SNI

@ Cipher Suites
# TLS 1.3 (server has no preference) =
TLS_AES_128_GCM_SHA256 (8x1301) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_AES_256_GCM_SHA384 (0x1302) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH x25519 (eq. 3072 bits RSA) FS 256
# TLS 1.2 (suites in server-preferred order) E
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (8xc02f) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (0xcca8) ECDH x25519 (eq. 3072 bits RSA) FS 256

g i Handshake Simulation

Android 4.4.2
Android 5.0.0
Android 6.0
Android 7.0

Android 8.0

RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)

RSA 2048 (SHA256)

TLS 1.2

TLS 1.2

TLS 1.2 > http/1.1
TLS 1.2>h2

TLS 1.2>h2

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

ECDH secp256r1 FS
ECDH secp256r1 FS
ECDH secp256r1 FS
ECDH x25519 FS

ECDH x25519 FS



https://www.ssllabs.com/ssltest/getTestChain?d=comfanorte.com.co&cid=775d1560d9ebba7ee14a23aecf05746fbc2f089b04b6f0c45b21d905c6d28333&time=1778119123468
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=4.4.2&key=62
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https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=6.0&key=129
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=7.0&key=167
https://www.ssllabs.com/ssltest/viewClient.html?name=Android&version=8.0&key=168

Handshake Simulation
Android 8.1

Android 9.0

BingPreview Jan 2015
Chrome 49 / XP SP3
Chrome 69 /Win 7 R
Chrome 70 / Win 10
Chrome 80/ Win 10 R
Firefox 31.3.0 ESR / Win 7
Firefox 47 /Win 7 R
Firefox 49 / XP SP3
Firefox 62/ Win 7 R
Firefox 73 / Win 10 R
Googlebot Feb 2018
IE11/Win7 R
IE11/Win 8.1 R

IE 11 / Win Phone 8.1 R

IE 11 / Win Phone 8.1 Update R

IE 11 /Win 10 R

Edge 15/ Win 10 R
Edge 16 / Win 10 R
Edge 18/ Win 10 R
Edge 13 / Win Phone 10 R
Java 8u161

Java 11.0.3

Java 12.0.1

OpenSSL 1.0.11 R
OpenSSL 1.0.2s R
OpenSSL 1.1.0k R
OpenSSL 1.1.1c R
Safari 6 /i0S 6.0.1
Safari7/i0S 7.1 R
Safari7/0S X 10.9 R
Safari 8 /i0S 8.4 R
Safari8 /0S X 10.10 R
Safari9/i0S 9 R
Safari 9/0S X 10.11 R
Safari 10 /i0S 10 R
Safari 10/ OS X 10.12 R

Safari 12.1.2 / MacOS 10.14.6
Beta R

Safari 12.1.1 /i0S 12.3.1 R
Apple ATS 9/i0S 9 R
Yahoo Slurp Jan 2015

YandexBot Jan 2015

- TLS 1.3

- TLS 1.3

RSA 2048 (SHA256) TLS 1.2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

R TLS 1.3

- TLS 1.3

RSA 2048 (SHA256) TLS 1.2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

R TLS 1.3

RSA 2048 (SHA256) TLS 1.2

Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2

R TLS 1.3

- TLS 1.3

RSA 2048 (SHA256) TLS 1.2

RSA 2048 (SHA256) TLS 1.2

RSA 2048 (SHA256) TLS 1.2

- TLS 1.3

Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
Server sent fatal alert: handshake_failure
RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

RSA 2048 (SHA256) TLS 1.2>h2

o TLS 1.3

o TLS 1.3
RSA 2048 (SHA256) TLS 1.2>h2
RSA 2048 (SHA256) TLS 1.2

RSA 2048 (SHA256) TLS 1.2

# Not simulated clients (Protocol mismatch)

TLS_CHACHA20_POLY1305_SHA256 ECDH x25519
TLS_CHACHA20_POLY1305_SHA256 ECDH x25519
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256 ECDH x25519 FS

TLS_AES_128_GCM_SHA256 ECDH x25519 FS

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256 ECDH x25519 FS

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256 ECDH secp256r1 FS
TLS_AES_128_GCM_SHA256 ECDH secp256r1 FS
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_AES_256_GCM_SHA384 ECDH x25519 FS

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_CHACHA20_POLY1305_SHA256 ECDH x25519

TLS_CHACHA20_POLY1305_SHA256 ECDH x25519
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Click here to expand

(1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.

(2) No support for virtual SSL hosting (SNI). Connects to the default site if the server uses SNI.

(3) Only first connection attempt simulated. Browsers sometimes retry with a lower protocol version.

(R) Denotes a reference browser or client, with which we expect better effective security.

(All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).

FS
FS
ECDH secp256r1 FS
ECDH secp256r1 FS

ECDH x25519 FS

ECDH secp256r1 FS
ECDH secp256r1 FS
ECDH secp256r1 FS

ECDH x25519 FS

ECDH x25519 FS

ECDH secp256r1 FS
ECDH x25519 FS
ECDH x25519 FS
ECDH x25519 FS
ECDH secp256r1 FS

ECDH secp256r1 FS

ECDH secp256r1 FS
ECDH secp256r1 FS

ECDH x25519 FS

ECDH secp256r1 FS
ECDH secp256r1 FS
ECDH secp256r1 FS

ECDH secp256r1 FS

FS

FS
ECDH secp256r1 FS
ECDH secp256r1 FS

ECDH secp256r1 FS
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https://www.ssllabs.com/ssltest/viewClient.html?name=IE&version=11&platform=Win%208.1&key=134
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https://www.ssllabs.com/ssltest/viewClient.html?name=Edge&version=15&platform=Win%2010&key=144
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https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=6&platform=iOS%206.0.1&key=33
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https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=8&platform=iOS%208.4&key=85
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=8&platform=OS%20X%2010.10&key=87
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=9&platform=iOS%209&key=114
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=9&platform=OS%20X%2010.11&key=111
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=10&platform=iOS%2010&key=140
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=10&platform=OS%20X%2010.12&key=138
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=12.1.2&platform=MacOS%2010.14.6%20Beta&key=161
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=12.1.2&platform=MacOS%2010.14.6%20Beta&key=161
https://www.ssllabs.com/ssltest/viewClient.html?name=Safari&version=12.1.1&platform=iOS%2012.3.1&key=166
https://www.ssllabs.com/ssltest/viewClient.html?name=Apple%20ATS&version=9&platform=iOS%209&key=112
https://www.ssllabs.com/ssltest/viewClient.html?name=Yahoo%20Slurp&version=Jan%202015&key=92
https://www.ssllabs.com/ssltest/viewClient.html?name=YandexBot&version=Jan%202015&key=93

Handshake Simulation

Protocol Details

Secure Renegotiation

Secure Client-Initiated Renegotiation

Insecure Client-Initiated Renegotiation

BEAST attack

POODLE (SSLv3)

POODLE (TLS)

Zombie POODLE
GOLDENDOODLE

OpenSSL 0-Length

Sleeping POODLE
Downgrade attack prevention
SSL/TLS compression

RC4

Heartbeat (extension)
Heartbleed (vulnerability)
Ticketbleed (vulnerability)
OpenSSL CCS vuin. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

ROBOT (vulnerability)

Forward Secrecy

ALPN

NPN

Session resumption (caching)
Session resumption (tickets)
OCSP stapling

Strict Transport Security (HSTS)
HSTS Preloading

Public Key Pinning (HPKP)
Public Key Pinning Report-Only
Public Key Pinning (Static)
Long handshake intolerance
TLS extension intolerance

TLS version intolerance
Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse
ECDH public server param reuse
Supported Named Groups

SSL 2 handshake compatibility

0-RTT enabled

HTTP Requests

(All) Certificate trust is not checked in handshake simulation, we only perform TLS handshake.

Supported

No

No

Mitigated server-side (more info)
No, SSL 3 not supported (more info)
No (more info)

No (more info)

No (more info)

No (more info)

No (more info)

Yes, TLS_FALLBACK_SCSV supported (more info)

No
No
No
No (more info)
No (more info)

No (more info)

No (more info)

No (more info)

Yes (with most browsers) ROBUST (more info)

Yes h2 http/1.1

No

Yes

Yes

No

No

Not in: Chrome Edge Firefox IE
No (more info)

No

No (more info)

No

No

No

No

No, DHE suites not supported
No, DHE suites not supported

No

x25519, secp256r1, secp384r1 (server preferred order)

No

No

https://comfanorte.com.co/ (HTTP/1.1 302 Found)

@ https://comfanorte.com.colindex/ (HTTP/1.1 200 OK)


https://blog.qualys.com/product-tech/2013/09/10/is-beast-still-a-threat
https://blog.qualys.com/product-tech/2014/10/15/ssl-3-is-dead-killed-by-the-poodle-attack
https://blog.qualys.com/product-tech/2014/12/08/poodle-bites-tls
https://qualys.com/cbc-poodle
https://qualys.com/cbc-poodle
https://qualys.com/cbc-poodle
https://qualys.com/cbc-poodle
https://datatracker.ietf.org/doc/draft-ietf-tls-downgrade-scsv/
https://blog.qualys.com/product-tech/2014/04/08/ssl-labs-test-for-the-heartbleed-attack
https://blog.qualys.com/ssllabs/2017/02/23/ticketbleed-detection-added-to-ssl-labs
https://blog.qualys.com/product-tech/2014/06/13/ssl-pulse-49-vulnerable-to-cve-2014-0224-14-exploitable
https://blog.cloudflare.com/yet-another-padding-oracle-in-openssl-cbc-ciphersuites/
https://robotattack.org/
https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices#25-use-forward-secrecy
https://blog.qualys.com/ssllabs/2016/09/06/is-http-public-key-pinning-dead
https://community.qualys.com/thread/17152-what-is-static-public-key-pinning

Miscellaneous

Test date

Test duration

HTTP status code
HTTP server signature

Server hostname
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